Sarah’s “Strong” Password Wasn't Enough

Sarah considered herself pretty tech-savvy. She worked in marketing, leveraged numerous
online design tools, and protected all her accounts with long, strong passwords. One morning,
while checking her text messages over coffee, Sarah noticed an urgent text from her bank:
“We’ve noticed suspicious activity on your account.

Click here immediately to login and review your account.” Concerned, she clicked on the link.
The website looked just like her bank’'s—same logo, same layout. Everything looked legitimate.
Concerned about the security of her account, she typed in her login and password, but the
website responded with an error. She tried several more times, but could not login. Just then,
she got a pop-up alert reminding her she was late for a team meeting. | can fix this later she
thought, as she prepared to jump on the call.

Hours later, her phone buzzed: $2,000 withdrawn from your bank account. Her heart sank.

She called her bank immediately. It turned out that the text message was a fake, it was
something called a smishing scam. Similar to a phishing email attack, but instead of using
email, the attacker used text messaging. The website she visited was also fake, designed to
look real and steal her login and password. Even though her password was long and strong, it
didn’t matter—she handed it right over to the cybercriminal.

The worst part? Because Sarah felt that her password was so strong, she used that same
password for some of her other online accounts, something she knew she should not have
done. Once the cyber attacker had her bank login and password, they used that same login and
password to try logging into her other accounts. Her shopping, streaming, even her email
services were suddenly at risk. It was going to be a very long day.

Say Goodbye to Passwords: Say Hellos to
Passkeys

Are you tired of logging in with passwords, frustrated with having to use different apps and
unique codes to prove who you are? Are you concerned that no matter what you do, cyber
attackers will find a way to hack into your accounts? Meet Passkeys: a simpler, faster, and far



more secure way to log into your accounts. What makes Passkeys so exciting is they are
incredibly strong and yet much simpler to use than passwords; all you need is yourself to login!

So What Exactly is a Passkey?

Passkey is a secret code (technically a cryptographic key pair) created by your computer, with
parts of the code stored on both your computer and the website. Your code is unique to that
website; every time you set up a new Passkey for another new site, a new, unique code is
created and then saved to your computer. When you save your code, you often have the option
of saving it to your operating system, password manager, or browser. Once saved, the next time
you visit that website, instead of logging in with a login and password, you will most likely be
asked to unlock the secret code using something called biometrics. Biometrics are when you
use yourself to authenticate, such as your fingerprint or facial recognition. No more passwords
to remember or type, no more unique codes texted to you or generated on your phone, just use
your finger or face. In addition, your biometric information is never shared with anyone online or
any websites, all of your personal information stays local on your device.

Passkeys are relatively new, and every website may implement them in a slightly different way.
In some cases, you may be asked to still login with your password, then confirm who you are
with your Passkey. If you are asked to still use passwords, as always make sure every
password is unique and strong. When you use a Passkey to secure your account, not only are
you simplifying your life, you are helping lock out some of the most advanced cyber attackers
from around the world.

SANS OUCH! Podcast

Want to go beyond the newsletter? Tune in to the new OUCH! Podcast, where we go deeper on
cybersecurity topics and give you extra insights to stay ahead of the threats.

Resources

-Romance Fueled Investment Scams


https://www.sans.org/podcasts/ouch/
https://www.sans.org/newsletters/ouch/sweet-talk-empty-wallet-romance-fueled-investment-scams

- Lock Down Your Financial Accounts

- Defend Against Voice Cloning Attacks
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