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Be Fraud Wise Top Fraud Scams
Summary

You've won a lottery that you did not register for. Congratulations! Now if you will types of fraud and scams,
only provide us with funds to pay for the taxes up front and provide us with your - charity

bank account information...

The tactics found in all fraud scams include the same goal: To obtain your
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settlement, and relisf

personally identifiable and financial information to steal money. When it comeste = Regulatorioge misuss

fraud, there are no exceptions to the rule. T Fareclosure relief,
mortgage loan

Fraud Victim Types modification

When we think about fraud victim types, Psychology Today states, “Findings in =~~~ oPorent

this area are mixed, particularly in terms of education, sex, and race. As for age, =~ 'MPosier

some data indicates older people may be at a greater risk of losing more money  ~ M=l

per fraud incident, nevertheless, victimization rates appear to be highest in the -+ Morey mule

middle-aged age group.” There are also other considerations such as a person's * Maney Transfer, mobile

awareness and sophistication of the scam. payment serdces
Lottery

Prevention Tips

Romancs

Always exercise caution when it comes to your personal information, banking account information, and online
banking credentials. Remember to:

Enable multi-factor authentication (MFA) to ensure that the only person who has access to your account is
you. Use it for email, banking, social media, and any other ser\rlceﬁg’tli%tz?ﬂyrgﬂr? ? mr H Aése an né:lélnn,
enable it by using a trusted mobile device, such as your smartphone, an aut nr app, a secure token -
a small physical device that can hook onto your key ring. Read Multi-Factor Authentication (MEA)
How-to-Guide for more information.

Use the longest password or passphrase permissible. Get creative and customize your standard password for
different sites, which can prevent cyber criminals from gaining access to these accounts and protect you in
the event of a breach. Use password managers to generate and remember different, complex passwords for
each of your accounts. Read Creating a Password Tip Sheet for more information.

Flease remember, if you have had your bank account information stolen or find out that you have been a victim of
fraud, report it to your financial institution immediately and visit https:/www.usa.gov/where-report-scams and
report the matter to the appropriate agency.
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